This article will focus on the legal framework that applies to the Arctic ocean and highlight the legal grey areas that hybrid campaigns could invest in to violate international maritime law and law relating to the use of force. Keywords: jus ad bellum, law of the sea, hybrid threats, Arctic region.
Introduction
Global warming and the states' appetite to extend their influence and access to more resources are evolving dramatically in the North Pole area. Correspondingly, recent economic and military activities in the region have shed light on the ambitions of Arctic States to gain superiority and reserve a front seat in the table of discussions and negotiations of who will control the Arctic. The overlapping claims of maritime borders, the mutual interest in the undiscovered resources that vary from untapped fishing stocks to rare minerals, by which 30% of the world's undiscovered natural gas and 13% of world's oil constitute a promising fortune for states, and the transport routes have fascinated non-Arctic states as well, China in particular, up to the point of these states revealing their interests in the region, especially that the Arctic ice sea has been shrinking due to the planet's average rising temperature; according to the Arctic Monitoring and Assessment Program (AMAP), it is expected that the Arctic ocean will be largely free of ice in the summer of 2030. 1 The Arctic Region is not in a legal vacuum, and as an enclosed sea it is mostly governed by UNCLOS, which governs all human activities related to the use and management of seas. 2 However, there is no single comprehensive treaty for all arctic affairs. The latter is considered a "sea constitution" rather than a final treatment of the Law of the Sea (LOS) that mainly deals with a myriad of legal issues that would arise from drafting specific regional agreements or treaties that could play an important role in managing and keeping a peaceful pace in the region. 3 Moreover, other areas of law, such as the UN Charter and the Law of Armed Conflict, have much to do in encountering the impact of militarization and hybrid threats.
In the era of modern conflicts and the fusion of means employed in a single battlefield or area of interest by adversaries operating across legal boundaries and in under-regulated spaces in order to create a legal grey zone within which they can operate freely -also known as hybrid threats -we can be led to understand that the North Pole area is a cold region with hot activities that could escalate at any moment to a conflict or confrontation. Hybrid threats aim to blur the lines between war and peace by preserving the status mixtus situation, what is permissible and non-permissible. According to Frank Hoffman, "hybridity expresses the difficulty that instead of separate challenges with fundamentally different approaches (conventional, irregular or terrorist), we can expect to face competitors who will employ all forms of war and tactics, perhaps simultaneously." Hoffman defined hybrid warfare as "any adversary that simultaneously and adaptively employs a fused mix of conventional weapons, irregular tactics, terrorism, and criminal activities in the battle space to obtain their political objectives." 4 Therefore, overlapping claims and the heavy militarization of the region create a proper environment for hybrid threats to be employed; threats matching scenarios like that of South China Sea but more complex due to the fusion of factors that challenge the applicable laws.
The aim of this article is to examine the legal framework applicable to the North Pole area by analyzing the applicability of the Jus ad Bellum and UNCLOS in response to militarization and fusion of various tactics employed, and how it would fruitfully duplicate scenarios similar to the annexation of Crimea in the hybrid warfare era. Further, this paper is concerned with shedding light on the legal complexities of hybrid threats regarding any relevant international legal frameworks and agreements, such as the Ilulissat Declaration 5 and Svalbard Treaty. 6 The article begins by explaining the legal regime of the Arctic, mainly the applicable laws. Afterward, it highlights the challenges of hostile confrontations by hybrid means and the legal complexities it generates. Finally, it concludes whether the relevant legal framework is capable of tackling the impact of overlapping claims and the hybrid threats in the region. This article excludes the International Human Rights Law (IHRL) but assures the importance of further discussions on the topic of the self-determination of indigenous people of the Arctic as a general understanding of human rights to these communities. Hence, the novelty of this article lies in the examination of how the legal regime of the Arctic may approach or handle hybrid threats and their influence on international peace and security. Essentially, this paper delves into the potential use or misuse of the law to serve the interests of states, or what is the so-called "Lawfare" as a means of hybrid threats.
Legalistic articles and academic papers on the Arctic region are plentiful, especially by authors from Arctic states with a direct interest in the region, 7 particularly in the aftermath of climate change and the adoption of the UN Framework Convention on Climate change (UNFCCC). This can be seen in the work of Robert McLaughlin, who discussed the legal status of maritime militia vessels, specifically in the South China Sea. On the other hand, Lawfare in the maritime domain has been discussed by Dov Bachmann and Munoz Mosquera, who highlighted the main scenarios and threats of such an event unfolding in the Arctic. Moreover, an important work by Von Heinegg distinguished incidents at sea from hostilities and had great influence on the distinction between law enforcement and belligerents' rights at sea. However, further debates and discussions have influenced more scholars to dig deeper in the profound consequences of geopolitics and the mutual interests of states in the region, as the condition of inhospitality previously made the legal disputes meaningless in some areas. Most states understand that exploiting the Arctic is not feasible with the current energy prices; however, urgent ambitions are to dominate the Arctic trade, with a clear reluctance from the Arctic states to keep non-Arctic states' privilege in the region beyond reach, especially when it comes to the announced Chinese interest by which its foreign minister Wang Yi described China as a "near Arctic state" and referred to China's long history of Arctic interests stretching as far back as China's signing of the Spitsbergen (Svalbard) Treaty in 1925. 8 Therefore, this paper analyzes different scenarios of what the region might have to be prepared for and the hybrid threats that can violate the established peace regime, and provide relevant examination and suggestions to the contemporary legal challenges in the Arctic.
The article will be analyzing the legal complexities of hybrid threats to the Arctic region by focusing on a standard legal analysis, studying the most relevant primary sources, such as treaties, customary international law and general principles of law, judicial decisions, and legal doctrines, particularly the United Nation Convention on the Law of Sea (hereinafter the UNCLOS) with regards to navigation rights and the delimitation of Continental shelves (Article 76 of UNCLOS). On the other hand, the militarization of the Arctic region and its impact on international peace and security indicates that UNCLOS is not sufficient; therefore, the role of the UN Charter and other areas of law will be essential for tackling some of the challenges due to the lack of any regional treaty that could function as a lex specialis to the North Pole area. Besides, The ICJ is rich in cases but not purely Arctic-oriented, yet some are essential, such as the agreed minutes on the delimitation of the Continental Shelf between the Faroe Islands and Norway in the southern part of Banana Hole of the Northeast Atlantic in 2006. Moreover, the inductive method will be used in order to identity the rules of law by observing their effectiveness in contemporary conflicts, in particular the Jus ad Bellum in the Arctic.
Legal Regime: Applicable laws and Overlapping Claims
In 1959, during the Cold War, twelve countries signed the Antarctic Treaty recognizing the region as an interest for all mankind, by which it will be forever used for peaceful purposes. 9 The South Pole circle does not include any state -therefore, an agreement regarding demilitarization and a nuclear-free zone was not hard to accomplish. 10 Alternatively, the North Pole region is predominantly at sea -a marine environment that has a different legal framework and is strongly influenced by the rights of sovereign states in the region. These differences in geography, geology, climate, and strategic value between the two poles have their influence on the internationalization of Antarctica, whereas the Arctic is governed by the rule of coastal states' jurisdiction. 11 Generally, there is no single comprehensive treaty for all Arctic affairs; however, the region is not in a legal vacuum. Primarily, the marine environment of the Arctic is subject to the UNCLOS regime, which governs all human activities related to the use and management of the seas. 12 The UN Charter, as well as other treaties, govern the Arctic affairs.
United Nation Convention on the Law of Sea (UNCLOS III)
The Arctic is considered an enclosed ocean with three gates: the Bering strait, the Davis Strait, and the Greenland-Iceland-United Kingdom Gap. 13 Legally speaking, the Arctic is mostly governed by UNCLOS 1982, the world's bedrock framework for ocean governance, which is accepted by all states as a reflection to customary International law. UNCLOS defines the various forms of sovereignty, including territorial waters, the contiguous zone, the exclusive economic zone, and the continental shelf. 14 The latter regulates the maritime zones and boundaries entitling each coastal state to rights in adjacent maritime space, up to 200 nautical miles (nm) for the exclusive economic zone (EEZ) 15 and continental shelf (CS), which could be extended further according to geological contiguity provided by scientific proof. Moreover, cooperation in the Arctic is essential and reflected in the UNCLOS, by which dialogue and negotiations between states to reach a fair agreement are essential. Most of the maritime disputes in the Arctic are solved bilaterally or by reference to the UNCLOS, with an exception of the Svalbard Archipelago, which is governed by the international regime of the Spitsbergen Treaty 1920. 16 The results of this strategy by Arctic states is that the process of delimitating the maritime zones is still ongoing but at a peaceful pace. Marine scientific research, too, shall be conducted for peaceful purposes and using appropriate scientific methods in conformity with the UNCLOS regulations. 17 In fact, UNCLOS, Part XI (Common Heritage of Mankind "The Area") on the seabed beyond the limits of national jurisdiction (Article 136 UNCLOS) and the 1994 agreement on the implementation of this part have a key role in the extensive legal framework applicable to the Arctic Ocean. 18 15 The exclusive economic zone (EEZ) is an area beyond and adjacent to the territorial sea, up to 200 nautical miles from the shore. A coastal state has sovereign rights for exploring, exploiting, conserving, and managing the natural resources, whether living or non-living, of the waters superjacent to the seabed and of the seabed and its subsoil, and with regard to other activities for the economic exploitation and exploration of the zone, such as the production of energy from the water, currents, and winds. See, UNCLOS, arts 55-57. 16 importance of UNCLOS is its reflection to customary international law in many areas, especially that it has been over centuries through continuous legal acts by the Arctic States even before its adoption in 1982. Therefore, any underestimation of the customary law regarding the applicable legal regime in the Arctic would be a flaw. 19 While the coastal states of the Arctic are mainly with opposite and adjacent borders, the main obstacle has been with the establishment of the outer limit of the continental shelves beyond 200 nm and the free passage of ships in the area, especially in the Northwest Passage. For example, Canada claims that the waters of its Arctic archipelago are historic internal waters; therefore, it foresees no right of innocent passage for foreign vessels, which would grant it more jurisdiction in line with Article 21 of UNCLOS rather than as a strait for international navigation. 20 However, the USA claims that the channels in the archipelago qualify as straits used for international navigation under Part III of UNCLOS, which gives the right for innocent passage for foreign ships. 21 The maritime disputes are completely regulated and the Arctic states agreed that there is no need to develop a new comprehensive international legal regime to govern the Arctic, since UNCLOS provides a legal framework for any overlapping claims. But challenges arise in the implementation and application of existing legal frameworks, as states work on extending their jurisdictions, 22 and this can lead to unregulated overfishing, oil spills, and military clashes, which might lead to global catastrophes. 23 For example, Denmark, Russia, and Canada claimed sovereign rights over an area that includes the North Pole and the contentious Lomonosov Ridge, an area of untapped fishing stocks in which South Korea and China have expressed their interest, too. 24 So far, all of the Arctic states have followed the rules and procedures for establishing seabed jurisdiction set out in the UNCLOS 1982 by submitting their claims to the Commission on the Limits of the Continental Shelf (CLCS), 25 while the USA will need to ratify the convention before it can make a submission. 26 Currently, many bilateral agreements within 200 nm have been made on the maritime boundaries (Lincoln Sea, Barents Sea/Strait, and the Chukchi Sea). However, ongoing ones are mainly in Hans island, the Beaufort Sea after the 1825 treaty between Russia and Great Britain, while the USA argues that no maritime boundary has yet been defined declining by that Canada's rights. 27 As a result of the states' interests and claims, only a small area of high sea will be left. Finally, the UNCLOS, regarding 19 Important legal factors that reflect the role of customary international law: Legislative and treaty practice of Tsarist Russia, USSR and Russian Federation in the Arctic, Canada and acquiescence with such practices on behalf of majority of states between the 15 th and 20 th 23 FLISIUK, F. As the Arctic Melts, Nations Race to own what's left behind, The Revelator, January 4, 2018, <https://therevelator.org/arctic-melts-nations-race/>. 24 Ibid. 25 the high sea regime, states that "[a]ll states have the right for their nationals to engage in fishing on the high seas […]," 28 thus entitling the fisheries rights as common resources to all states in high seas.
Regional Agreements
The Ilulissat Declaration of 2008 assured that overlapping claims shall be settled on the basis of public international law. 29 The declaration has been adopted by five Arctic coastal states (Canada, Denmark "Greenland," Norway, Russian Federation and USA "Alaska"), though the declaration does not specifically mention the UNCLOS; however,, it is one of the components of that legal framework. 30 In their declaration, the A5 emphasize their supremacy in this area and that they are against a specific agreement for the Arctic, sending a clear message to the ambitious potential non-Arctic players in the region. 31 The latter has aimed to maintain the Arctic as a low-tension region, by which disputes are resolved peacefully within the framework of International Law. The Svalbard Treaty (ST), 32 equally important, plays a significant role in the contemporary situation due to the archipelago's strategic and economic importance. The ST acknowledges Norwegian sovereignty over the Svalbard Archipelago as asserted in Art. 1, which states the following: "High contracting parties undertake to recognize, subject to the stipulations of the present treaty the full and absolute sovereignty of Norway over the Archipelago of Spitsbergen." 33 Likewise, Article 3 of the treaty considers that any member state can have its citizens in Svalbard and exploit the land for economic or commercial purposes. 34 In addition, Article 9 of the treaty refrains states from having military assets on the island, and that includes Norway. 35 It is important to note that state sovereignty is not limited to land but extends over parts of the sea; it has been confirmed by the ICJ that land is the legal source of power which a state may exercise over territorial extensions seaward, 36 and the same goes to the coastal states' rights to submarine areas adjacent to it. 37 Therefore, the ST is essential in regulating the member states' behavior in the region. Furthermore, the Arctic Council plays an important role at the regional level by providing guidelines for cooperation and development that led to the signatures of the three main agreements. In this matter, the legal regime of the Arctic gained a new momentum after Mikhail Gorbachev called for close cooperation among the Arctic States, the so-called Murmansk Initiative, 38 which led indirectly to what is known now as the Arctic Council. 39 The initiative had an important impact on 28 UNCLOS, Part VII, Section II, Article 116. 29 32 Svalbard is an archipelago in the Arctic Ocean, constituting the northernmost part of Norway. 33 Treaty concerning the Archipelago of Spitsbergen […], Article 1. 34 The Svalbard treaty, Paris 09-02-1920, article 3: "[…] The nationals of all the High Contracting Parties shall have equal liberty of access and entry for any reason or object whatever to the waters, fjords and ports of the territories […]." 35 Svalbard treaty […], Art. 9: "Subject to the rights and duties resulting from the admission of Norway to the League of Nations, Norway undertakes not to create nor to allow the establishment of any naval base in the territories specified in Article 1 and not to construct any fortification in the said territories, which may never be used for warlike purposes." 36 North Sea Continental Shelf, Judgment, I.C.J. Reports 1969, page 3, paragraph 96. 37 Continental Shelf (Tunisia/Libyan Arab Jamahiriya), Judgment, I.C.J. Reports 1982, page 18, paragraph 73. 38 Mikhail Gorbachev's speech at Murmansk, 1 October 1987, Europa Archive, vol.42, 1987, D 663-666, partly reprinted in German. 39 The Ottawa Declaration of 1996 established the Arctic Council as a high-level intergovernmental forum to improve means of promoting cooperation and interaction among the Arctic States, with the involvement of the Arctic the governance of the Arctic, as it included recommendations for a free nuclear zone and the reduction of naval activities in Northern Europe and the Arctic waters. Moreover, it advocated for the joint exploitation of non-renewable natural resources in the region. 40 The latter has significant importance, as it includes but is not limited to three main areas: defense, mineral resources, and pollution. It might be seen that those areas are essential for Arctic states only, but in fact it is vital to southern countries too, especially for the purposes of innocent passage and maritime routes. China, for instance, officially released in January 2018 a white paper (WP) delineating its Arctic policy, emphasizing its legitimate rights in the region that are in line with international law. 41 The Arctic coastal states, or the so-called A5 in the Arctic Council, have voiced concerns about the evolution of the legal framework based on UNCLOS. As a result, the Fairbanks Declaration and an agreement on enhancing International Arctic Scientific Cooperation were adopted, 42 by which the latter is considered the council's third legal binding agreement. 43
United Nation Charter and LOAC
Territorial claims and any militarization of the region cannot be exclusively dependent on the UNCLOS, especially since the latter has little to say about military activities or disputes. So, other areas of law are applicable, in particular the UN Charter, the law of armed conflicts, and its Additional Protocols to the Geneva Conventions (GC). As a matter of fact, Article 2 of the charter requires from all member states to settle their international disputes by peaceful means, 44 and that they shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state. 45 In addition, Chapter VI in the UN Charter regarding the Pacific Settlement of Disputes, emphasizes the importance of seeking all sorts of solutions and peaceful means to any dispute. However, the UN Charter, through Chapter VI, promotes the role of the Security Council in investigating any dispute or any situation which might lead to international friction or give rise to a dispute. 46 This has great impact on governance and dispute resolution in Arctic, as two of its main states (the USA and Russian Federation) are permanent members of the UNSC. Nevertheless, even though the UN Charter contains major principles that govern relations between states, it is not sufficient for covering all aspects due to its lex generalis nature; this requires states to conduct more specific treaties and declarations of the lex specialis nature (the Svalbard Treaty, Ilulissat Declaration, etc.). Moreover, incidents at the sea that involve provocative actions must be distinguished from IAC, though it may lead to it. According to the common Article 2 of the GC: "An armed conflict must be based solely on the prevailing facts demonstrating the de facto existence of hostilities between belligerents, even without a declaration of war." 47 Even if armed confrontation does involve military personnel but non-military state agencies such as paramilitary or maritime militias, it will still be considered an armed conflict for the purpose of this article. 48 Yet, actions that are below the threshold of an armed attack are vital for the success of hybrid threats. These involve unorthodox methods of warfare, such as cyber-attacks and the use of civilian state agents, and are more complex and challenging due to the difficulty of attribution. Furthermore, there is a close relationship between the protection of the environment in the Arctic and armed conflicts, which could be seen in the region through the militarization and impact of any conflict on the environment. Article 35/3 in the Additional Protocol I to the GC prohibits the employment of methods or means of warfare that are intended or may cause widespread and severe damage to the natural environment. 49 But Add. Protocols and, in a more general sense, the LOAC are only applicable once an armed conflict occurs. However, modern armed conflicts are more of the hybrid nature, and the threat of using force due to the fusion of different means could shift to a conflict dramatically. Therefore, although it is understood that regional agreements and declarations require the states to settle disputes peacefully through dialogue, due to the international military and non-military scenarios, following the recent incidents in Ukraine and the Baltic Sea between NATO and Russia, as well the growing tension and hybridity of campaigns in South China Sea, a regional armed control treaty in the Arctic is more needed now than ever due to the impact of any minor incident in the region on international peace, security, and environment. Such a treaty has much to enforce, and it could be advantageous to fill the gap in the UNCLOS regarding military activities.
Overview of the Rights of Indigenous People of the Arctic
Finally, the rights of the indigenous people inhabiting the region for 5000 years, such as the Eskimos (divided into two main groups, the Inuit and Yupik), and located between the bordering countries of the Arctic, Northern Alaska, Greenland, Canada, and Russia in particular, must be regarded, as human rights law is applicable in these communities, too. Following the growing interest by Arctic States to claim sovereignty over more territories and areas, this has had an impact on the indigenous people that requires social understanding for the human rights of those people. Arctic people's rights are in line with Article 18 of the United Nations Declaration on the Rights of Indigenous Peoples (UNDRIP), which was adopted by the General Assembly on September 13, 2007 and which states the following: "Indigenous peoples have the right to participate in decision-making in matters which would affect their rights, through representatives chosen by themselves in accordance with their own procedures, as well as to maintain and develop their own indigenous decision-making institutions." 50 Moreover, Article 8/2b of UNDRIP confirms, for example, that "[s]tates shall provide effective mechanisms for prevention of, and redress for […] any action which has the aim or effect of dispossessing them of their 47 ICRC, Commentary on Convention (II) for the Amelioration of the Condition of the Wounded, Sick and Shipwrecked Members of Armed Forces at Sea, Geneva, 12 August 1949, 2nd ed., 2017 (online version) (ICRC Commentary on GC II), Art. 2, "Application of the Convention," para. 233. 48 Ibid., para. 263. 49 lands, territories or resources." 51 Indigenous peoples are affected by natural resource development; this can be seen in the Arctic as well, as a large proportion of the natural and energy resources are located in areas occupied by them, 52 and with more pollution and activities in the region, the status of these communities is endangered. In this matter, UNDRIP recognizes the right of indigenous peoples to the lands or territories that they have traditionally owned or used. 53 For instance, the Inter-American Court of Human Rights in the Mayagna Awas Tingni Community v. Nicaragua held the right to property under the American Convention on Human Rights to include the communal property of those peoples and obliged Nicaragua to delimitate and demark according to indigenous law and values. 54 Therefore, any agreements and negotiations in the future should take into consideration the rights of those communities in line with human rights and international laws.
An overview of laws applicable to the Arctic region is crucial for the analysis of hybrid threats that aim to manipulate the legal regime in order to create a vague legal environment that serves offensive interests with less costs. Therefore, theoretically, laws are capable of setting the rules of peaceful international relations; however, in practice, the involvement of maritime hybrid means, such as the cyber-attacks and maritime militias, are the main challenges that need to be examined.
Hybrid Threats in the Arctic
The militarization of the region and hybrid activities relying on new technologies (cyber attacks) and non-state armed groups (maritime militias) by some states, though do not cross the threshold of an armed attack or conflict, have sent a clear message to all nations about the future interest, plans, and expected scenarios. For example, Russia has a strong military presence in Arctic, translated through the Vostok 2018 exercise in Siberia, which included the staging of a massive amphibious landing by Russian marines in the eastern Russian Arctic -an exercise some experts said that closely simulated an attack on northern Norway. 55 Similar examples are the advanced remote military base in the Aleksandra Land and the westernmost island of Franz Josef Land, located in the Arctic Ocean. 56 On the other hand, in October 2018, NATO held the "Trident Juncture War Games," the biggest exercises since the Cold War to counter Russia's growing presence around the Arctic, followed by several conferences and meetings stressing the evolving hybrid tension from both sides. Such tensions are not new, as the region has witnessed several incidents that led to Cod Wars in the past. 57 So far there is no universally 51 57 In 1958, Iceland declared right to 12 nm territorial waters that were not recognized by Britain and continued fishing within the new limit; violence occurred afterward and the British Royal Navy was deployed to protect the trawlers. In agreed definition of hybrid warfare, and the debate about its novelty is an ongoing matter. However, according to the European Parliament Research Service (EPRS), "[a] hybrid threat is a phenomenon resulting from convergence and interconnection of different elements, which together form a more complex and multidimensional threat. 58 " However, the definition of this term is not as important as the impact of its employment to areas with various legal regimes, such as the Arctic region. In practice, it is a successful campaign that plays on the threshold of an armed conflict by creating a legal grey zone, by which states can exploit the gaps or broad norms in laws in order to justify their actions in addition to using means that could preserve their actions from being attributed to them. The most complex scenario is Lawfare, a term that was introduced by US Air Force lawyer Charles Dunlap Jr. in 2001, stating that "Lawfare is the use of law as a weapon of war is the newest feature of [the] 21 st century." 59 Currently, some Arctic and non-Arctic states have been involved in ongoing conflicts around the world, mainly in unconventional campaigns that are based on a fusion of conventional and irregular means, military and non-military, in order to create a legal grey zone that keeps the targeted state uncertain of the situation it is facing, whether it is an armed conflict or internal unrest. Such tension in the region cannot be ignored after the withdrawal of the USA and Russia from the Weapons Control Treaty in January of 2019. However, in the aftermath of the annexation of Crimea and the recent incidents in the Azov Sea between Russia and Ukraine, the legal complexities of such scenarios have been brought back to light. Russia, for example, was accused of violating the freedom of maritime traffic, in particular as relates to Article 38 and 44 of UNCLOS, which ban the obstruction of peaceful transit across the Kerch Strait. 60 On the other hand, Russia accused Ukraine of illegally entering its territorial waters, therefore violating Article 19 and 21 UNCLOS, claiming the contest of innocence to the Ukrainian passage. 61 Such activities are clear examples of lawfare campaigns as a non-lethal means of hybrid threats, which also show how both parties are using legal justification for their actions and diverse possible interpretations of the UNCLOS to legitimize their activities, creating additional challenges to international law and the Law of the Sea. Similar acts of military aggression can be employed in the Arctic, especially that the shortest routes between the land masses of superpowers lay across the region. Lawfare in the Arctic has been a key factor for Russia, conducted by enacting laws and regulations that are more stringent than generally accepted international rules and standards, mainly using straight baselines for the delimitation its maritime borders in North Sea, relying on Art. 7 of UNCLOS. At the same time, using Art. 234 of UNCLOS (ice covered areas) to regulate the passage along NSR as a national asset, Russia could blur the line between territorial seas and the EEZ and thus affect the freedom of navigation and the de facto use of the Northern Sea route (NSR) -and by then, any counter actions from the Arctic States would be interference and a violation of international law. 62 Russia additionally appealed to the UN for the expansion of its maritime borders in the Arctic, including the North Pole as part of its EEZ, ignoring the claims of other Arctic States parallel to provocative actions held in 2007 by the planting of the flag in the seabed under the claimed area. 63 As a matter of fact, Russia, Denmark, and Canada have submitted overlapping claims that are still waiting for approval. While Norway and Iceland are the only two countries that have submitted claims approved by the United Nation, it is when countries' claims overlap that problems arise, 64 and the more the ice melts, the more the states are pushing toward more military presence in the region to defend what they consider sovereign rights. This is done through activities that bear clear attributes of a grey zone, described by Brands in the following way: "[a g]rey zone aims to reap gains, whether territorial or otherwise, that are normally associated with victory in war. Yet gray zone approaches are meant to achieve those gains without escalating to overt warfare, without crossing established red-lines, and thus without exposing the practitioner to the penalties and risks that such escalation might bring." 65 On the other hand, maritime militias 66 are one of the critical challenges to the international order, mainly for their use in armed conflicts. China, for instance, has relied on the so-called Haishang Mingbing, or the "Little Blue Men," similar to the Russian Little Green Men in the Ukrainian conflict, or the Frogmen in international waters, to create a fusion of action by employing individuals who play the role of fishermen (civilians) and military groups once needed, mainly by operating as military personnel in the South China Sea depending on the scenario they are confronted with and by attacking other ships transiting or operating in the area 67 as mentioned above. Russia used similar tactics through the deployment of special operations forces, such as the Spetsnaz units (the Little Green Men), which seized governmental buildings and critical infrastructure and were supported by a large scale disinformation campaign ordered by the Russian government that spread doubt and deniability of any Russian interference in the ongoing conflict. The maritime domain will not differ from the land domain in military and strategic policy, but the distinction between incidents at sea and situations that may trigger an IAC is not an easy one. The ability to detect, attribute, and respond to these threats is among the greatest challenges presented to security forces and targeted states in order to attribute those actions to the targeting state. 68 Hybrid threats can also take place in the Arctic region due to territorial vulnerabilities, by which the borders and overlapping claims in the continental shelves of the coastal states can be contested by hybrid actors acting as proxies of states in order to contest the governance of their sovereign territory -such situation has been seen in the South China Sea. 69 It is important to note that civilian-manned coastguards are being more involved in constabulary operations in the seas and could gain the status of warships if manned by naval personnel. 70 State-owned coast guards' cutters are strictly not considered warships, 71 but they are able to operate lawfully in similar ways to warships if conducting counter-piracy operations in high seas. 72 In practice, states are deploying quasi-official militia forces operating in coastal waters, 73 the challenge of such a practice to international law lies in the ambiguity of such actors and the justification by the targeted state for its use of force in the international sense, 74 especially when it comes to the prohibition of use of force under Article 2/4 of the UN Charter and Article 51 justifying self-defense to an armed attack that allows necessary and proportionate force. 75 Moreover, the attribution of non-state actors to a state is applicable when such actors are acting under the supervision or control of a state. 76 In this matter, the state responsibility for violations of international law according to United the Nations General Assembly Resolution 3314(XXIX) states the following: "[a] war of aggression is a crime against international peace giving rise to international responsibility." 77 Attribution is a key element, by which it is asserted in Article 3 of the Hague Convention (IV): "A belligerent party shall be responsible for all the acts committed by persons forming part of its armed forces." 78 Likewise, under the state responsibility for internationally wrongful acts (Resolution 56/83 of 12 Dec. 2001), any activities of armed units of one state violating international law on the territory of another state give rise to international responsibility of the former state. 79 That is one of the reasons states tend to use hybrid actors (non-state armed groups) to cover their actions and for not being held responsible within the existing porous borders that can easily infiltrate Arctic States' sovereignty. 80 The implications of such scenarios affect the explicit assessment criteria under the Articles on State responsibility, in particular Art. 5 on the conduct of persons or entities exercising elements of governmental authority and Art. 8 on conducts directed or controlled by a state. 81 Alternatively, the law of armed conflict deals with conventional naval operations or war. Nevertheless, it was not yet developed to cover new challenges of hybrid threats or low-intensity conflict. 82 For instance, the San Remo Manual, which was prepared by international lawyers and naval experts at the end of the 20 th century, plays an important role in summarizing the existing law governing the conduct of hostilities at sea, especially regarding the means and methods of warfare at sea, 83 but with little focus on sea-control/sea-denial operations or on weapons law (Power Projection). 84 Moreover, the latter is not regarded as a universal statement of law, 85 which keeps such activities unregulated. Nevertheless, if such vessels are auxiliary, then they will be legitimate targets according to Rule 65 in the San Remo Manual and, more precisely, according to Article 3 of the 1907 Hague convention, which states that vessels used for trade or fishing are exempt from capture unless they take any part in the hostilities. 86 Also, as 90% of the global world trade continues to operate in the sea, and with more accessible Arctic routes that cut the distance in half, more seafarers will use these route, and with overlapping claims and interest in the region, the marine sector will be an ideal target to cyber operations, which are one of the means of hybrid threats due to technological development and increased digitalization combined with the lack of proper regulation and legal protection and scope of risk. 87 Cyber-attacks are challenging, and no rulings dealing directly with cyber warfare are in effect. However, existing laws are extended to the cyber domain; especially any support and sponsoring of a state to a group's activities that amount indirectly to the use of force are considered a violation to Article 2(4) and the principle of non-intervention. 88 Same principles regulating weapons for use at sea are subject to Article 36 of Add. Protocol I to the Geneva conventions. 89 Furthermore, the Svalbard Archipelago, which is under Norwegian sovereignty, has a demilitarized status in accordance with the Svalbard Treaty 1920. However, the economic and strategic importance of this archipelago, as well as the Russian citizens based in the Barentsburg town who, in the Northmost inhabited part of the planet, are twice larger than the Norwegians, all have essential impact on the situation. 90 This could become a bone of contention after the Russian unprofitable investments in coal mining that could be seen as a plan to extend their influence over the island. In addition, it can be seen that Russia is using soft power by heavily investing in Barentsburg for touristic projects, focusing on the historical roots of the Russian people regarding the Arctic parallel, in parallel with hard power translated through the militarization and development of military bases in the region. This dual policy meets the criteria of hybrid threats -interplayed actions balancing between the threat of using military and non-military means at the same time staying in line with applicable laws.
To summarize, the applicable complex law stemming from Arctic States' domestic laws, regional and international law, offers the opportunity to bend laws for illegitimate purposes or non-lethal warfighting (Lawfare) using the hybrid tactics and means mentioned above. 91 An example of this is the Russian federal law on the Exclusive economic zone and Adjacent zone of 1998 that expressly refers to the Northern Sea Route (NSR) as part of Russian internal waters, 92 challenging the laws applicable to the Arctic, in particular Article 234 UNCLOS that regulates passage along the NSR and may de facto deter the use of 85 the NSR in the context of this article. 93 Given the above, a more thorough review of the existing laws with regards to new forms of warfare and employment of means that enhance the deniability of actions and ambiguity, and a coordinated regional approach to Arctic governance under the framework of the Law of the Sea Convention to build confidence and prevent militarization, 94 are crucial.
Concluding Remarks
This article concludes that the Arctic region is witnessing a fierce competition between Arctic and non-Arctic states to expand their influence in the aftermath of climate change and to access the navigational routes emerging due to ice melting. However, the region is not in a legal vacuum; its applicable legal regime is not limited to the law of the sea (UNCLOS), which plays an essential role by governing all human activities related to use and management of seas, in particular the delimitation of maritime borders. However, UNCLOS has little impact on the military activities and disputes that might arise from it, but other areas of law play an important role too. The UN Charter, in particular Article 2/4 and Article 51, has much to say about the threats in sea and use of force, but these are not capable of covering all aspects due to its lex generalis nature, which required more specified regional agreements and treaties, such as the Svalbard and Illulisat Declaration, to be adopted. And with the growth of hybrid campaigns worldwide that use blended means to destabilize the order and create ambiguity of what is permissible and not permissible in a conflict, especially when it comes to hybrid actors and new technology (such as cyber-attacks), a complex legal regime could be violated. a quick response or state responsibility is not an easy task, which makes a region of broadly regulated or unregulated areas likely to be affected by such forms of campaigns.
While it might be seen that armed conflicts or threats in the sea and in the Arctic particularly might require updated laws, conventional law is able to regulate such campaigns. But it might be difficult to handle the consequences of non-traditional forms of maritime conflicts and threats. Therefore, a more thorough review of how the law applies to such forms of threats that were not stressed even in the San Remo Manual is essential. In addition, providing the regulatory basis for an effective and timely response to hybrid threats at the individual and collective level as part of strengthening legal resilience is essential, but that does not mean drafting new laws. On the other hand, any activities or regional agreements in the era of such threats shall take into consideration the rights of indigenous people that are protected by the UNDRIP as well as their role in the Arctic Council. In this sense, debates and a comprehensive approach regulating the Arctic under the applicable laws are important between Arctic and non-Arctic states in order to prevent any misuse of the law. And finally, to avoid further militarization in the region, which can escalate at any moment into an armed conflict, a regional arms control agreement must be taken into account in line with Chapter VIII (regional arrangements) of the UN Charter. This article has opened a debate about the adequacy of international laws applicable to the Arctic and the challenges this area might face in the era of hybrid threats and low-intensity conflicts within a region of overlapping territorial claims. Further legal analysis and scholarly studies must discuss these concepts and the means to cover flaws that might be utilized by adversaries to destabilize order and boost tensions. 93 Ibid. 94 GORKA, A. Militarization of Arctic: Issue of Incredible Importance Not Given Due Attention to. Strategic Culture Foundation, Online Journal, 24-10-2018, <https://www.strategic-culture.org/news/2018/10/24/militarization-arcticissue-incredible-importance-not-given-due-attention-to.html>.
